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Kadenpa maremMaTtuku, ”HPOPMALIMOHHBIX CUCTEM U TEXHOJOTUMN

AHHOTALMS

JAUCHUITIINHBI «Kopnopamusuwie uncbopmaquHHbze cucmembuvl»

Hanpagnenue noaroroBku 09.03.02 UuopmaIimoHHBIC CUCTEMBI M TEXHOJIOTH

Hamnpasnennocts (npoduis) _ MHbopMalmoHHble CUCTEMBI HA TPAHCIIOPTE

YpoBeHb BhICIIETO 00pa30BaHUs OakanaBpuar
dopma oOydeHUs 3a04Has
[TpomexyToUHas aTTeCTAIUS DK3aMeH, KypcoBasi paboTa

1. MecTo TUCHUNJIMHBI B CTPYKTYpe 00pa3oBaTe/ibHOI NPOrpaMMbl

HNucrumnaa «KoprnopaTtuBHble WHGOPMAIIMOHHBIE CHCTEMBD» OTHOCHUTCS K
oOsi3atenbHOM yactu broka 1 u u3ywaercs Ha 5 Kypce B 9 cemecTpe mo 3a04yHOI
dbopme 00yueHusI.

N3ydenune qucuUIIMHbBl OCHOBAHO HA YMEHUAX U KOMIIETCHITUSAX, TTOJTYUYEHHBIX
CTYZICHTOM TIPU U3YUYCHUH JUCIUIUIUH «APXUTEKTYpa UH(POPMAIMOHHBIX CUCTEM),
«HbopMallMOHHO-KOMMYHUKAITMOHHBIE CUCTEMBI U CETH»

J{nst u3ydeHust AMCUUIUIMHBI CTYAEHT JTOJKEH:

— 3HaTh OCHOBBI CETEBBIX KOMIIOHEHT OINEPAIMOHHBIX CUCTEM, a TAKXKE XapakK-
TEPUCTUKM W HACTpaMBaeMble MapaMeTpbl anmapaTHBIX CPEJICTB BBIUUCIUTEILHOU
TEXHUKHU,

— YMETb TOJIb30BAThCA W BIAJIETh CPEACTBAMHU BUPTYyAJIMU3ALMHU JJISI IOCTPOE-
HUSI KOHEUYHBIX CETEBBIX y3JIOB.

JlucuuiuinHa sIBAsieTCS NpealiecTBYOMEn s AUCHUILMH « MHCTpyMeHTallb-
HBIE CPeICTBA MHPOPMAIIMOHHBIX CUCTEMY, « AIMUHUCTPUPOBAHUE HHPOPMAITUOH-
HBIX CUCTEM», «OnepalluOHHbIE CUCTEMBI»,TOATOTOBKH U 3amuThl BKP.



2. Ilnanupyemble pe3yJbTaThl 00YUYeHHS M0 TUCHHUILINHE

KO,Z[ 1 HAMMCHOBAHUC
KOMIICTCHIIN U

Kox u HaumenoBaunue
WHIUKATOpa JTOCTHXKE-
HUSI KOMITETEHIINN

[Inanupyemsle pe3ysibTaTbl 00y4eHuUs 10
JUCLUIUINHE

OIIK-4.

CnocobeH yuacTBOBaTh
B pa3paboTKe TeXHUYe-
CKOH JOKyMEHTAIuH,
CBsI3aHHOM ¢ npodec-

OIIK-4.1.
Pazpabotka TexHuue-
CKOM JOKYMEHTAIIU!
Ha Ppa3sIMYHbIX 3Tarax
KHU3HCHHOTO LIUKJIa

3HaTh: BUJbl, CTAHJAPTHI, HOPMbI U (QYHKIIMU
TEXHUYECKOH TOKyMEHTAIIMM Ha 3Tanax
KU3HEHHOT'0 LIMKJIa HH(OPMAIIMOHHOH cHC-
TEMBI.

YMeTb: co3/1aBaTh NPOrpaMMHbIE T0KYMEH-

CHOHAIIBHOU JESTENb- UH(POPMALTMOHHOM TBI HA Pa3IMYHBIX (Da3ax >KU3HEHHOTO IIHKJIA

HOCTBIO C UCIIONIb30Ba- | CUCTEMBI UHGOPMAIIMOHHON CHUCTEMBI.

HHEM CTaHJIAPTOB, HOPM Brnaners: HaBbIKaMH pa3padOTKU pa3TUIHBIX

U TIPaBUTI BUJIOB paboyeil (IKCITyaTalluOHHOMN) TOKY-
MEHTAIUH: PYKOBOJICTB MOJIH30BATENS, OIIe-
paTtopa, aIMUHUCTPATOpPa, CHCTEMHOTO aJi-
MHUHHCTPATOpA, IPOrpaMMHCTa, CHCTEMHOTO
IPOrpaMMUCTA.

OIIK-5. OIIK-5.1. 3HaTh: OCHOBBI CUCTEMHOT'O aIMUHUCTPUPO-

Cnocoben uncrammupo- | [IpoBonut cucremHoe | Banusi, anmunuctpupoBanus CYB/I, coBpe-

BaTh MMPOTPAMMHOE H aJIMAHUCTPUPOBAHME, | MEHHBIC CTAHIAPTHI MHPOPMALIMOHHOTO

anmapartHoe obecrieue- | aAMHUHHCTPUPOBAHUE | B3AMMOJACHCTBUSI CUCTEM.

HUE 17151 THPOpMAITH- CYB/J] ¢ yueTom co- VYmMmetb: anmunanctpupoBath CYB/] ¢ yuetom

OHHBIX 1 aBTOMAaTHU3HU-
POBAHHLIX CUCTEM

BPEMEHHBIX CTaHJap-
TOB MH(OPMAITHOHHO-
T'O B3aMMOJICHCTBHS
cHCTEM

COBPEMEHHBIX CTaHAAPTOB HHPOPMALIUOHHO-
'O B3aUMOJICHCTBUS CUCTEM.

Bragets: HaBbIKaMU CUCTEMHOIO aIMUHHCT-
pupoBanus u anMuauctpupoanust CYB/l Ha
OCHOBE COBPEMEHHBIX CTaHIAPTOB.

OIIK-5.2.
BrimonusieT mapamer-
PUYECKYIO HACTPOUKY
U MHCTAJUTUPYET Mpo-
rpaMMHOE | anmapat-
HOe obOecrieyeHne uH-
(dbopMaIMOHHBIX U aB-
TOMATU3UPOBAHHBIX
cUCTEM

3HaTh: OCHOBHBIEC TEXHOJIOTHH U HHCTPYMCH-

TaJbHbIE MPOrPaMMHO—aIIapaTHbIE CPEICT-
Ba JJIs peanu3alnuy HHPOPMAIIMOHHBIX U aB-
TOMAaTU3UPOBAHHBIX CHCTEM.

YMeTb: BBINOJIHATH NApaMETPUUECKYIO Ha-
CTPOWKY M HHCTAJUIMPOBATH IPOTPAMMHOE U
anmapartHoe obecrieueHrne HHPOPMAITHOHHBIX
Y aBTOMAaTU3HPOBAHHBIX CHUCTEM.

Bnaners: TEXHOJIOTMAMU UHCTAUISLIMM IPO-
IPaMMHOTO U anmapaTHOro o0ecrne4eHus uH-
(dbopMaIMOHHBIX U aBTOMATU3UPOBAHHBIX
CUCTEM.

3. O0beM IMCUMILIMHBI IO BUAAM Y4eOHbIX 3aHATHH

OO0beM ITUCHMILIMHBI COCTABIISICT J 3a4eTHBIX €IUHUILI, Bcero /80 dacos, u3
KOTOPBIX 1O 3204HOM popme 20 YacoB cCOCTaBIsieT KOHTAKTHas paboTa oOydarorie-
rocsi ¢ mpenojasareneM (8 4ac. 3aHATHS JICKIIMOHHOTO TUMa, _[2 dYac. 1abopaTop-
HbIE 3aHsTHUs), [ ] 9ac cOCTaBIsIET CAMOCTOsITeNIbHAS paboTa 00yUYaroIIerocs.

4. OCHOBHOE COoepKaAaHUE TUCHUIIINHBI

Omnpenenenne koprnoparuBHoii cetu  (KC). OcHoBHbIe cCBelneHHS 00
UCIIOIb3YEMBIX TEXHOJOTHUSX: HWHTPACETH JJIsI OpPraHM3aluy TJIO0AJbHON CBS3H
MexXay (¢uidanaMu KOMIIAHWHM, OHKCTPACETH JJIsl COCJAUHEHUS YaCTHOM CEeTH
KOMIIAaHUU C €€ JIeJIOBBIMU MapTHEpaMHU W KIHUEHTaMH, YJAJICHHbIA JOCTYI JIst
B3aumoercTBus ¢ KC oTaenbHBIX MOOMIBHEIX ITOJIb30BaTENICH.



@yuknuu VPN nmo  3amure  ganHbix.  [lpouenypel  mmdpoBanus,
ayTeHTU(UKALWU, ¥ aBTOPHU3ALUH U1l CO3/IaHus 3alUIICHHOTO KaHala CpelCTBaMuU
VPN. Tunwst VPN-yctpoiictB. Pacnionoxxenne VPN-yctpoiicte B KC: numo3 nepen
OpaHaMay’poM, IUI03 MMo3aAu OpaHaMayspa, peanusamnus (QyHKIWN [OUT03a B
OpanamMayape, UTI03 U OpaHaMay3p UMEIOT COOCTBEHHYIO CBSI3b C IMMyOJIUYHOM CEThIO,
[TI03 TTapaJlIeIbHO OpaHaMayspy.

OcHOBHBIE CBeICHHSI 00 HMCIOJIb3YEMbIX TEXHOJOTUSX JIS 3alIUThl CETEBOTO
Tpaduka. CepBuc 3amunieHHoro kanaina - [PSec. Pacnpenenenue QyHkiuii Mexmy
nporokosiamu [PSec. Bbe3zomacHas accomumanus. TpaHCHOPTHBIM W TYHHEJIbHBII
pexumbl pabotel mpotokona [PSec. SAnpo IPSec - mpotokonst AH, ESP u IKE.
Hcnonb3oBanue 6a3 ganabix SAD u SPD nnst 3amute! Tpaduka.

Ctpykrypa  kopmopaTuBHOW  uH(popmammonHoir  cuctemsr  (KHUC).
Nudopmanmonnsle TexHosorud. OpranuzanuoHHsle enuHulbl yrpaiaeHuss KHC.
®dynkunonansubie komnonentel KUC. Knaccudukamus u Buasl KMC. OcHoBHBIE
stanel noctpoenuss KUC: uHpopMannoHHoe 0OCHeI0BaHHE, apXUTEKTypa, BbIOOD
CYB/, BpIOOp crcTeMbl aBTOMATH3alMU TOKYMEHTOOOOPOTa, BEIOOP MPOTrpaMMHBIX
CPEICTB ISl YIIPaBJICHUS JOKYMEHTAMHM, BHIOOp CHEIUATN3UPOBAHHBIX MPUKIAIHBIX
IPOrPAMMHBIX CPEICTB CUCTEMbI TOAJIEPKKU TPUHATHUS PEILICHUN.

BapuanTtel cxem 00pa3oBaHMs 3alIUIIEHHOTO KaHaja BUPTYaJbHBIX YaCTHBIX
cerei. Ilonp3oBaTenbckas cxema. IlpoBaiimepckas cxema. (CMmemaHHas cxema.
Hcnons30BaHre ayTCOPCUHTA P CO3JaHUU U 00cTykuBaHuu VPN,

[Iporpammubsie VPN Ha 6a3e OpanamayspoB: VPN-1 kommanuu Check Point
Software Technologies, VPN-1 Gateway, VPN-1 Accelerator Card. VPN nHa 6a3e
MapuipyTu3aTopoB: wmapmpytuzatop Fort Knox kommanuu Internet Devices,
mapupytuzatop Cisco VPN Access Router. Bo3moxkHocTn mapupytuzatopa Fort
Knox Ttpancnsuun cereBbix aapecoB mno crtanaapty NAT. Texnonorus 06a30Boii
TPaHCJISILMS CETEBBIX aJpecoB. TEXHOJIOrns TPAHCISALUUU CETEBBIX aJPECOB U TIOPTOB.
VPN Ha 6a3ze aBTOHOMHOTO nporpamMmMHoro odecrneuenusi. VPN Ha 6a3ze anmapaTHbIX
CPEACTB.

[Toctpoenune VPN 1711 KOMIaHuM ¢ MOTPEOHOCTHIO B CBA3SIX MO BCEMY MUPY U
BO3MOXHOCTBIO JIOCTyNa COTPYAHUKOB K MHTPACETU MNpeanpusTus. MynabTUCEpBHUC-
HBIE CETH — TEXHOJIOTHMH HU(PPOBBIX CETel ¢ MHTErpUPOBaHHBIM 00IykuBaHueM. Ce-
MmeiicTtBo TexHosioruid XDSL. Co3znanne VPN yaaneHHOro goctyna Jjisi KOMIIaHUH.

CocraBuTens: K.3.H., gonedT CxkpunaukoB O.A.

3aB. kadenpoii: k.d.-m. H., foneHt Yepusena C. H.
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